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FRLCON

1. INTRODUCTION

The FSK Falcon GSM is a highly featured GSM based unit which is
used for the transmission of Security and Telemetry messages over
the GSM network.

The Falcon can communicate via GPRS messages to a Control
Room and includes the universal Contact ID interface to Alarm
Control Panels as well as serial interfacing into some leading panels.
It also has seven dry contact input triggers

In addition, the Falcon has two outputs which can be used to
command Alarm Panels and other devices.
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2. FEATURES & FUNCTIONS

2.1 Reporting Options

. Option of Single or Dual SIM card operation for enhanced
network reliability

. GPRS reporting to a control room

2.2 Interfaces

. 7 Hardwired inputs with positive trip, negative trip or both

. Dedicated AC Supply monitoring input

. 2 on-board relay outputs which can be controlled by SMS and
/ or GPRS

. Contact ID TIP and RING telephone interface to all leading
control panels

. Serial alarm interface to leading control panels

. Over-the-air Panel Uploading and Downloading on the Rhino
and Texecom Premier control panels through the serial interface

2.3 Programming

. Full programming and software updating via a computer serial
port

. Programming over-the-air via GPRS

. User function programming via SMS

2.4 Indicators and Controls

. Status and error indication via a seven segment display

. Serial port selection and SIM Card swapping (only available on
dual SIM unit) via the on-board push-button
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3. INSTALLATION

3.1 Falcon GSM Wiring

Connections to the Falcon are shown below:
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3.1.1 Power Supply

The Falcon must be connected to a stable 12V DC (nominal 13.2V)
power supply. If a battery is available in the alarm panel, it must
preferably be powered directly from the battery.

3.1.2 Check AC

The Check AC (CAC) input detects the presence of the AC supply
and is used to check for power failure. The CAC line should be
connected to one of the transformer's SECONDARY terminals. Do
NOT connect this line to the mains.

The CAC line will detect AC voltages between 10 and 24V.

If the CAC line is not connected, the Falcon should not be
programmed to send AC Failure or Restoral Signals.

The AC Failure and AC Restore signals have a programmable delay
(default set at 10 minutes) in order to prevent false triggers.

3.1.3 Dry Contact Inputs
The dry contact inputs can be used to detect alarms generated from
the outputs of the Alarm Panel or from other sources.

If the external device generates the alarm by pulling the input to
ground (negative trigger), the pull-up jumper should be inserted on
the input of the Falcon.
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3.1.4 Contact ID Inputs
The Falcon can ‘intercept’ signals sent by the alarm panel on its
telephone line (Contact ID) interface.

If the Contact ID interface is to be used, the Alarm Panel’s TIP and
RING lines should be connected to the TIP and RING lines on the
Falcon.

The alarm panel must be programmed to use its dialer, and the option
for reporting must be set to Contact ID. Refer to the programming
manual of the applicable Alarm Panel.

The Falcon can be programmed to use its own account code or the
account code of the alarm panel when sending alarms received via
the Contact ID interface.

3.1.5 Serial Port

The Falcon can receive alarms from the following alarm panels on
its serial port:

* Rhino 8 zone and 16 Zone alarm panels

» Texecom premier range (panel uploads and downloads can also

be done)
* Paradox E65, SP6000 and MG5050
« Pima
« IDS
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3.1.6 Relay Outputs
Two dry-contact relay outputs are available on the Falcon. These
outputs can be commanded to turn on and off via the GSM network.

The outputs are rated to 24V AC or DC, up to a maximum of 5A.

Do not connect the relay outputs to the mains supply.

3.2 Falcon GSM Installation

Software Version

Connect the Falcon to the 12V supply, observing polarity. On start-
up, the Falcon will display its software and hardware versions, e.g.

Example:

Ay GED G G
'-' '—' '—' l—' For the Software Version 3.03 and
'_l '_' |_l |-| hardware version A

3.3 GSM Connection and Signal Strength

The performance of the Falcon depends on the quality of its
connection to the GSM network.
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The Falcon will send alarms quicker and more reliably if it has a
strong connection to the GSM service provider.

When the Falcon has powered up, it will start connecting to the
network, displaying its status as it initialises and connects (see
section 3 — Indicators and Controls)

When the Falcon has connected to the GSM network, it will display
the SIM Card Number which it is using and the signal strength of the
connection.

Example:
____J _Qj
l l l ' l ' '-| gt?z:gf;e: on SIM Card 1 — Signal
l l l l ' ' l-l Th5e minimum signal strength required
is 5.

If an adequate signal strength is not obtained

* Move the Falcon to a more suitable location

» Fit the Falcon with a higher gain antenna (available from FSK)

» If the Falcon is a dual SIM unit, the default SIM card can be
changed (see section 3.4)
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3.4 Changing the Default SIM Card

The Falcon units which have been fitted with two SIM cards (Dual
SIM unit) have the option of changing the default SIM card to be
used.

The default SIM card should be changed to the one with the highest
signal strength.

. Briefly press the push button until the Falcon swaps SIM cards
and restarts using the new SIM card (section 3 describes what
is displayed).

. Wait until the Falcon has re-connected to the GSM network on
the new SIM card and displays the signal strength.

. If the Falcon displays an error message (E1 or E4), the selected
SIM card is not working and the other one should be selected.

. If you change the SIM card to one which is not available, the
Falcon will automatically swap back to the available SIM card.

. The minimum signal strength required is ‘5’. Lower than
this signal strength will make it difficult to access the Falcon
remotely.

12 | Falcon GSM Installation and Operations Guide (v1.1)



FRLCOn

3.5 Selecting the Alarm Panel Serial Port Format

The alarm panel serial port can be selected via the on-board push
button (as well as the PC based programming software).

The following serial port formats are available:

»  Texecom Premier (programming required)
+ Paradox (MG5050, SP6000, SP65)

» Pima
* RhinoBus (FSK)
+ IDS

Refer to Appendix B

To change the serial port format:

* Remove the power from the Falcon

* Hold down the push-button and re-apply the power

» Push the button to cycle through the panel serial port settings
until the correct serial port is displayed.

* Leave the button for 15 seconds. The Falcon will reset and
remember the new serial port format
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SERIAL FORMAT

DISPLAY

-
-
M

Pima Hunter Pro and FSK 6 Zone Panel

-
-
—_

Texecom Premier

-
|
o

Paradox

-—
=

Rhino Bus

IDS

3.6 Indicators and Controls

The Falcon has a seven segment display which indicates the current
operating status
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Falcon Status:

CHARACTER FLASHED

STATUS

FRLCOn

DESCRIPTION

The Falcon is starting

|-' i Initialising the GSM modem

|_| ; Restartin The Falcon is re-start-

l_l 9 |ing the GSM modem

|-| The Falcon is

" c (lower case) | Connecting | connecting to the GSM

i

— network

|—| The Falcon is connect-

) ed to the GSM network

l ' C (upper case) | Connected and is ready to send

- alarms

0

|-| l-' CS Connecting Sending GPRS alarms
to server

-

|-| '-l Discon- All alarms sent,

l-l |-l dSs necting disconnecting from the

-’ from server | server
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Falcon Errors

If the Falcon detects an error, it will flash the error code on the seven

segment display.

CHARACTER FLASHED STATUS DESCRIPTION
The Falcon has
- not detected a
card no card whicl
L R SIM card not SIM card which
(N found it has been
programmed to
use
|_| |_| E2 Reserved Reserved for
|_| |_| future use
(| . The Falcon
|-| |-| E3 ;I?:I;Sendmg has cannot send the
== message via SMS
- The Falcon
|_| l_l E4 Connection to cannot connect to
|_| |_| Server has failed |the server to send
the alarms
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Diagnostics of Error Codes:

ERROR

STATE

FRLCOn

CORRECTIVE ACTION

No SIM card

There is no SIM card
inserted in a SIM holder
and the Falcon has been
programmed to use that
SIM card

Or
The SIM card is damaged

Make sure that a SIM card
is correctly inserted in the
holder

If there is only one SIM
card installed, make sure
that the Falcon is not
programmed to use the
open SIM holder (no SMS
or GPRS capabilities on
the SIM card

Server
Connection
Fail

The Falcon cannot connect
to the FSK server to route
the GPRS message to the
control room

Make sure that the

SIM card is capable of
connecting to the GPRS
network

Make sure that the
programming of the Server
GPRS settings are correct
If it is a pay as you go SIM
card, make sure that it has
available funds loaded
onto the SIM card

The GSM network may

be experiencing technical
problems. Contact the
GSM provider
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4. PrROGRAMMING

4.1 On-Board Push Button

The on-board push-button can be used to:

» Change the operation of the serial port (select the alarm panel).
Refer to section 3.5

* Change the default SIM card to be used (available on dual SIM
units only). Refer to section 3.4

* Select Programming Mode

4.2 PC based Programmer

The FSK Falcon configuration software utility is a Windows® based
programmer which is used as the primary means of programming
the Falcon.

The Falcon programmer requires a PC running Windows XP or
Windows 7 with an available COM Port (a USB to Serial Adapter
can also be used). The FSK USB programming cable is required to
program the Falcon (see Appendix C)
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To program the unit:

. Push and hold down the push button for more than 7 seconds.

. The display will now show Pr to indicate that it is in programming
mode

. The unit will stay in this mode for 20 seconds to allow
programming
. If the unit exits programming mode, repeat the process

4.3 SMS Programming

Many of the settings on the Falcon can be changed by sending a
SMS to the unit. The SMS commands are shown in Appendix A.
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APPENDIX A -
SMS COMMANDS

Activate the outputs on the Falcon

The default Keywords are shown.

KEYWORD DESCRIPTION NOTES
10n Turn output 1 on (Relay 1) |Not case sensitive
10ff Turn output 1 off (Relay 1) |Not case sensitive
20n Turn output 2 on (Relay 2) |Not case sensitive
20ff Turn output 2 off (Relay 2) | Not case sensitive

Change the default SIM card to be used
Only available on Falcon units fitted with two SIM cards.

Use this command with care as it will stop the Falcon from functioning
if a SIM card is selected which is not installed or activated.

KEYWORD DESCRIPTION

SELECT SIM 1 Select the first SIM card as the default
SELECT SIM 2 Select the second SIM card as the default
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APPENDIX 8 -
SERIAL INTERFACE

The Falcon uses a standard interface cable along with an adapter to
connect to various alarm panels.

The cable ends are interchangeable.

The following adapter boards are available:

ALARM PANEL ADAPTER

Rhino

No adapter

Texecom premier

Texecom/IDS (5 pin)

IDS

Texecom/IDS (5 pin)

Paradox

Paradox (4 pin)

Pima

Pima (4 pin)

VERY IMPORTANT: Plug the adaptor board into the Alarm Panel
and NOT the Falcon Unit
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Falcon Serial Interface Cable

MOLEX 2510 MOLEX 2510

WIRES ARE TWISTED TOGETHER

a3sn LON
assn LON

WIRE LENGTH = 3.0m

4O O 4
3 C DATATO PANEL (GREEN) >< DATATO PANEL (BLUE) o 3
20 02
1 C GND (BLACK) 01

TEXECOM SERIAL INTERFACE

Falcon to Texecom Premier Serial Interface Cable

Use the serial interface cable along with the adapter board marked
TEXECOM/IDS
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Programming of the Texecom Premier two COM
Port Alarm Panel

Program the Falcon to use the Texecom Serial Alarm Interface
(Input / Output)

The Falcon is connected to COM1 on the Alarm Panel

The following programming is required on the Texecom panel:

[TISXVRZM 0 - TEL NO 22 (YES)
1 - ACC CODE 3456 (YES)

2 - PROTOCOL TYPE = 4 (CONTACT ID)

3 - DIALER ATTEMPTS = 1

4 - PARTITION (SELECT PARTITIONS 1AND 2)
5 - SELECT REPORTING OPTIONS

[ISX'R{N 12,58 ON (ENABLE COMMUNICATOR)

(1= [UV (W OPTION 5 - COM 1 DEVICE TYPE
ENTER ‘3’ — ComIP PROTOCOL

OPTION 6 — COM IP ADDRESS/PORT
ENTER ‘192 168 001 254 10000’
(spaces for readability)

OPTION 8 — COM IP SUBNET MASK
ENTER ‘8

Falcon GSM Installation and Operations Guide (v1.1) | 23



Uploading and Downloading the Texecom Premier
Alarm Panel

The Texecom premier alarm panel can be uploaded and downloaded
using the Texecom WinTex software (available at www.texe.com).
Please contact the local Texecom agent for more details.

Additional Software is available from FSK Electronics which will be
needed to connect to the Alarm Panel (via the Falcon). Please refer
the FSK APN USER GUIDE.

PARADOX SERIAL INTERFACE

The Falcon can send alarms received from the serial port of the
Paradox E65, MG5050 and SP6000 alarm panels.

Plug the adapter marked PARADOX into the serial port on the Paradox
alarm panel. Plug the other end into the Falcon serial port.

Events Sent By the Paradox Alarm Panel

The table below shows the Contact ID codes which will be sent in
response to the messages received from the Paradox E65/MG5050
and SP6000 alarm panel serial ports.
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PARADOX CONTACT ID
EVENT GROUP SUB-GROUP NO CON- EVENT (1) ZONE/

\[e) TACTID RESTORE (3) USER
CODE
06 = Non 00 = Telephone Line
Reportable Event | Trouble 350 1 0
29 = Arming with | 01 - 32 = User 400 3 USER
User Number
30 = Special 03 = Partial Arming 456 3 0
Arming 05 = Arm Keyswitch 409 3 99
06 = Arm Keyswitch 456 3 0
31 = Disarming 01-32 = User
with User Number 401 ! USER
32 = Disarming 01-32 = User
after Alarm with Number 401 1 USER
user
34 = Special N/A 401 1 USER
Disarming 05 = Disarming with
Keyswitch 401 1 USER
36 = Zone In 01 to 32 = Zone 130 1 ZONE
Alarm Number
37 = Fire Alarm 01to 32 = Zone 110 1 ZONE
Number
38 = Zone Alarm | 01 to 32 = Zone 130 3 ZONE
Restore Number
40 = Special 00 = Panic non-
. 120 0
Alarm medical emergency
01 = Panic medical 100 1 0
02 = Panic Fire 110 1 0
05 = Duress Alarm 120 1 0
42 = Zone 01-32 = Zone
Tampered Number 380 1 ZONE
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PARADOX CONTACT ID

EVENT SUB-GROUP NO CONTACT EVENT (1) ZONE/

GROUP NO ID CODE RESTORE (3) USER
44 = New 01 = AC Failure 301 1 0
Trouble
02 = Batt Fail 302 1 0
04 = Bell Current
Overload 320 1 0
05 = Bell
disconnected 320 L 0
08 = Fail To
Communicate Tel 1 350 1 1
09 = Fail to
Communicate Tel 2 350 1 2
10 = fail to
Communicate Pager 350 3 3
11 = fail 'f° _ 350 3 4
communicate voice
45= Trouble | 01 = AC Failure 301 3 0
Restore Restore
02 = Batt Fail restore 302 3 0
04 = Bell Current
Overload Rest 320 3 0
46 = Bus/ 01 = tamper Trouble
wireless 137 1 0
module new
trouble
48 = Special | 01 = Reporting Test 602 1 0
(Partition 1 | 04 = Installer Entered
only) Prog Mode 627 3 0
05 = Installer Exited
Prog Mode 628 ! 0
07 = Maintenance
Exited Prog Mode
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49 = Low 01-32 = Zone Number
Battery on 302 1 ZONE
Zone

50 = Low 01-32 = Zone Number
Battery

on Zone
Restore

302 3 ZONE

51 = Zone 01-32 = Zone Number
supervision 147 1 ZONE
trouble

52 =Zone |01to 32 =Zone
Supervision | Number 147 3 ZONE
restore

53 =
Wireless
Module Sup
Trbl

147 1 ZONE

54 =
Wireless
Module Sup
Rest

147 3 ZONE

55 =
Wireless
Module
Tamper Trbl

144 1 ZONE

56 =
Wireless
Module 144 3 ZONE
Tamper
Rest
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PIMA SERIAL INTERFACE

Plug the adapter marked PIMA into the serial port on the Pima alarm
panel. Plug the other end into the Falcon serial port.

The Pima serial interface will send the standard FSK Contact ID alarm
codes.
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APPENDIX C -
PROGRAMMING CABLE AND SOFTWARE
The Falcon is programmed using the FSK USB Programming Cable

and FSK DVD kit which contains the programming software (FSK
Iltem Code 40027) .

Installing the Drivers for the FSK USB to UART
Programmer

Install the drivers before plugging the USB Programmer into the
computer’s USB port
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G5SM

In the FSK DVD, navigate to the following directory:
\FUSA FSK USB Serial Adapter Drivers

" » Computer » DVDRW Drive (D:) FSK DVD

Organize v Bumn to disc

-

Name Date modified Type Size

LBd 2/13/2014 3:58 PM  File folder

1 186 2/13/2014 3:58 PM  File folder

(PN CPInstaller s64.exe 3/6/2013413PM  Application 655 KB
S CP2L0WVCPInstaller_id6.exe 3/6/2013413PM  Application 533 KB
(£ dpinst.xml 3/6/2013413PM XML Document 12k
. ReleaseMotes.bxt 3/6/2013413PM  Text Document 10 KB
= SLAB_license Agreement VCP_Windows... 3/6/2013 4:13 PM Text Document 9KB
= slabvep.cat 3/6/2013 413 PM Security Catalog 11 KB
i slabvepiinf 3/6/2013 413 PM Setup Information 5KB

For 64 bit operating systems, double click on
CP210xVCPInstaller_x64.exe

Otherwise, double click on
CP210xVCPInstaller_x86.exe

Follow the instructions on DRIVER software to install
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Installing the Falcon Configuration Software

On the FSK DVD, navigate to the following directory:
\Falcon\Falcon Configuration Software

i Compster b Local Dk (0] » FCEND o fakcon o Falcon Configuention Softmany « | ba | Brerch falean Configamssion Settuare B
e —
Oeganite = Includein bbiary *  Shaewth = Newfoider =« 1 @
Wheodw 00 e Type
I Desiiop - Appbe 1T
18 Downlsady
& Dropben.

Double click on the setup.exe application and follow the instructions.

Upon opening the software for the first time it will require an initial
setup. The following window will pop up.

(5@ settings =50
Browse

Template Location:

COM PORT:

ok [ ]

Select the folder where the templates will be saved for Falcon
devices.
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Select the COM port that will be used to communicate with the
device.

From there the following window will appear.

.
ol Falcon Configuration Software V112 |

File Config Firmware

[(Reset J[ Fems |[ wime |

General Settings | Input/Output Settings | Server Settings |

Device Seftings
e —
o —

SmisusCments
Smrsuscenes

one )
- L
[ Single Sim
Operational Settings Programming Phone Numbers
Auto Test Time: f Em Userl
AC Fai Delay: f =5 User2
AC Restore Delay 0 B s User 3
Low Battery Delay: 0 Bl s User 4
[7] Send Power-UP User 5

Connect the Falcon to the correct COM port and click on the read
button.
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Upon completion the window will look like this. All the settings that
are greyed out cannot be changed.

r
ol Falcon Configuration Software V112 ==

File Config Firmware

[ oot [ Rens |[ wime |
| Genersl Settings | nput/Qutput Settings|
Device Setings
Gt 0
Sim 1 SMS Centere Number.
Sim 2 SMS Centers Number.
-

SMS Sim:
Single Sim
Operational Settings Programming Phone Numbers
Auto Test Time: m User 1
AC Fail Delay: s User 2
AC Restore Delay s User 3:
Low Battery Delay: 600 B = User &
Send Power-UP User 5:
oo v oeai o™
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All the Input and Output settings can be changed by the clicking on
the Input / Output Settings Tab.

'-_D Falcon Configuration Software V1.12 o]
Fle Config Firmware
[ Rest ][ Resd |[ wie |
Input/Output Settings
Inputs.
1 | High ‘Rﬂmﬂﬂ/ﬂbyusezzme‘\ Luw‘
2 [ High: [Paric Zone: 1 Low: |
3 | High: | General Alam Zone: 1 Low: |
4 | High: |Burglary Zone: 1 Low: |
5 |High: |Burglary Zone: 2 Low: |
€ |High: |Medical Zone: 1 Low: |
7 | High: |Fire Zone: 1 Low: |
Outputs
1 ‘Dpemoﬂ'[Lam =] OnTme: 1000 |+ ms‘ 2 ‘Dpemon[?use =] OnTime: (1000 & ms‘
Seral
i
I e oS e - ™
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TROUSLESHOOTING

www.fsk.co.za

14 Richard Road, Industria North, Johannesburg, South Africa

T +27 (0) 11 477 2600
E: sales@fsk.co.za

CALL CENTER: 0861 105 962
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